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GANDCRAB RANSOMWARE DECRYPTION TOOL

Technical description:

This tool recovers the encrypted files, affected by GandCrab ransomware
(V1,V4,V5). You can recognize this ransomware and its version, by the extension it appends
to the encrypted files and/or ransom-note:

Versio | Extension | Ransom-note Info

n

1 .GDCB ---= GANDCRAB =—, ................ the extension: .GDCB

2 .GDCB ---= GANDCRAB =—-, ................ the extension: .GDCB

3 .CRAB ---= GANDCRAB V3 =— ........... the extension: .CRAB

4 .KRAB ---= GANDCRAB V4 =-—- ........... the extension: .KRAB

5 ([A-Z]+) ---= GANDCRAB V5.0 =— .......... the extension: .UKCZA
---= GANDCRAB V5.0.2 =---.... the extension: .YIAQDG
---= GANDCRAB V5.0.2 =---.... the extension: .CQXGPMKNR
---= GANDCRAB V5.0.2 =--- .... the extension: .HHFEHIOL

In order for this recovery solution to work, you are required at least 1 available
ransom-note on your PC. The ransom-note is required to recover the decryption key. Please
make sure that you do not run a clean-up utility which detects and removes these
ransom-notes prior to execution of this tool. The information inside the ransom-notes, taken
as input for the key-recovery procedure, may look in one of the two ways, shown below.
Judging by this information, GandCrab ransomware had a significant shift since January
2018, which relates to encryption mechanism.

GandCrab V1,V2,V3:

---= GANDCRAB =---

Attention!

All your files documents, photos, databases and other important files are encrypted and have the extension: .GDCB

The only method of recovering files is to purchase a private key. It is on our server and only we can recover your files,
The server with your key is in a closed network TOR. You can get there by the following ways:

1. Download Tor browser - https://www.torproject.org/

2. Install Tor browser

3. Open Tor Browser

4. open link in tor browser: http://gdcbghvjygy7jclk.onion c@esqmsiesu

. Follow the instructions on this page

w

2

Tor/Tor browser is locked in your country or you can not install it, open one of the following links in your regular browser:
. http://gdcbghvjygy7jclk.onion.top/

. http://edcbghvijyqy7jclk.onion. casa/ NN

. http://gdcbghviyay7iclk.onion. guide/ I

. http://gdcbghviyqy7jclk.onion. rip/ g

. http://gdcbghvjyqgy7jclk.onion.plus /Ry
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on our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.

DANGEROQUS |
Do not try to modify files or use your own private key - this will result in the loss of your data forever!
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GandCrab V4,V5

GANDCREB V5.0.2

Attention!

211 your files, documents, photos, databases and other important files are encrypted and have the extension: .YIRQDG
The only method of recovering files is to purchase an unique private key. Only we can give you this key and only we Can recover your files.
The server with your key is in a closed network TOR. You can get thers by the following ways:

0. Download Tor browser - Https://www.torproiect.ora/

Install Tor browser

Open Tor Browser

Open link in TOR browser: http: eémnes .onion/de70d pe4s3d
Follow the instructions on this page
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On our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.
ATIENTION!
IN ORDER TO EREVENT DATA DAMAGE:

* DO NOT MODIFY ENCRYPTED FILES
* DO NOT CHANGE DATA BELOW

—-—BEGII] GANDCRAB KEY-—— = =
[1A0ARHMZ arKrihe 4uD38T58996ENDUT Ze+ N1 /wUGux 38 600 zsRZMN LxeAsCRxv/ 3p] E1k+kVawKB20p9xiCl. EHPO+HAA28 /7T 8ZIfdslaadicSTd5z0Ecklqkl /ADTEZ26ZKN1Sx]wedVWrbxCY/ preSvi/ux IAKEdEMir+J]C
2+RnHCBE 2daqsKirgF100gl ¥ 0oWSE TVRET [9KdkScayleKuDPFKGS 30cAsdFONKhQ/ 2] +Jr NN 2gHZ THOydEVMNRN L ZMT 96D UNGhASbbt 51C 6+ Tu0 THCgFAWE /0f s 1g1Tw] i TDOY63ml SabIbbt YHRS0] sDzLgEUcNuSS T4nRRgTr 1YAST3 7/ P4VE 1 ARNn1 o

453U ZFIp6PjbNmz 72aL2LkXrvBkTMC T C2ELdASNEKL 1Kk Fuvu2CAGUKMi B3JVOTDEMH0] 27ThXQqs PTyESdg+HINBCKALVS+85qyedL/ S0 I rReTvL 1 1KDRkv1xSdt/LSnCFteD8XIDNarTkVEDCY TdeciWkdt 112T)
M7 AKEENmHa TEUFLT 3T 4T Feiip+izaVhd Sal CKxS 3+5,/Vip+gRmOgz01R3DWCSHE 2UKsh S Pl FBGRHEIFkkQTUYZNA1KE TrDMqnrDG+1AN] 6p112cY TLCE TevMmEN4E 475 SqgTMeF1 8In I TQdD1 REFETbGgTEe c1 086 TIhVETZvxxKSCgyVurpw2 ibb 3RQ6H
= yHGUEChT SZ+VFRJIE 37 qAdws IE: 632Mag6aVE0cl sdMHl qRpCAdETRL STQCPe01dQlirkhTcTkSn30hGiK2aCzkbe fBVgyMaTUS1gw+Ba+Lh4Td1D1173IdrE al OP1TL! 154

FGeuFSoe0F8tYCW3wDAYTiUHLvEMggXCRIWS2J5036Qk GN F12ziQUI+dzPrdDMWUBmA+0/RVEpM3+5B4cBétnr SHATAKGYDWLQJ050DI cXMEVI] Ibxp+gEc4RIG TF3ehkUenTLrEcQCmi THAtz1izT4PHTF6/Ecuid
aWUZRTIEQTLEPYIXhAQAT LsCx¥BEZEQKVAMINWCRQ3 k15 fAOVEVEEPZ K 3WNaYCrsUZrEI€TBDYLAZL e LkpZIFga/ JEobKSS1yCr fw3DHS / 9k Lo33] 12T 3quInE S p+K4GETHVRRARTVV3(UTZ] 60228/ KK4 15668y sW103qal BAEK4P 001 DoVFZ00qvqUl 4
[5x518qCc2 [+AUb01o0RDh)BI12qZ 1 TSOv+JkE+VwOlNEoy4CFDPaAVS] 20m01 j PZHAOLBSdnCKs dWgT ygobZ0ba/RODtnCh/ SEZuCHC tFIDEy1gE/ £72 £C27QqIbr 4j rkasvZG/ / TheHushdt] SNG/ PLysOnJzVisr/ Le SEW1R3kUWSVsVI2HEwMcy TAhz 9]
IC51e1] 3XX0PRadnuldC8dN 2c0cewPNZR 1 uKLwBiacVrht 8J1hFSQMIT3£9Bc3 6gf SqDA6 rpdgP38qyZNa/ Tbwr VCrnLpGXAK1YS IFck 22/ Ue 6bYRuCWLRWML JhATKOTS sdZMOVTxy Thn 5256 3cTdq7q6XnSFRIj y1 VrV110E8XG2+08B00YVUIAL sUx31 6b1d)

w1VCVKFPY0TOSW Loy 20kT371 28U JuTSMEAY/ LI3w6 L /KAi nS0dNNm4pCgtZ 3p/bnLlullU+] ahz¥uQ3ighy Tp3h000/KacRr 6y65821 4bTRdbrnUTIKT F6igETkADOP2ERPAzi0hgtK2Lanlzd JXdAGShv3THGLt++20C2qPVe
FILPE plgivéZnsZdknveDEsi 72RQrd+ T 4f LVXw+Ir ZyM2C2g¥n 0T rFevdqd+ynLI2gh+F1NT xBEG 4EE T9GUWZ0mE pF Ik Qo duE FhERSEygJe 5 THRN k2 5VQyAE 20+ ¥aJpEChT1: Ty BV 2QleTauEBqkGrbRvT 31+
£ 1MPKI1HCAM20G5 4KP] 528 1t TESQVgan =D yrNdBSGr 4 Leuu JHEUBEQHG: 744 VadVE20DSbugE Lok e cnS 3KLUBH R dwDkR{ yH/ F9smF L KMV St i/ SO4E 1 Q¥=

—--END GANDCRRB KEY--——

---BEGIN FC DATA---

WwEKD6iudurBlmpLEIRr4US 6XFFal0T3t3]x]0pv]x1YovouNx4WYZ1dyZZaTvpRenYcTh5W b 2THEHxx50BIDZmdMVT / L6akGoDBv 1 JpJWs+/ FCv/ GrHE: Lruj 6PxX2VvxPZKG1vOhSkS3AvIAr rZ40KCKS Ln¥bE KYXQybZGHqcDz Y el YDKSOXtOpK.
Y4g290AT1K4ZA1VvAPSuU£CcNSJy2 P2MPUOCMOY PgTod LG 6TGZxTmt ToRXZ +PEQ/ UPrMLs1zhThp] Y1AG3g8165nVd0 /CBUxKQTKDI Y rtX0vSmnFEg/ yk gt INiwgfCnabra5+B1 t7F6kU/B40Lw/ 2U2Qut 16t 1Ybl rRBnLtqREFEdcb9ScE4064bEal Y ZyGo
Yp2Q2iuJR=TRoqG1PQITcIolFrwliooBBPInKr+COSCALGE  2Epg6l rlw3oxAnKyQTwZ 1 FpDRFF 3wbLM+al1 2wZ03RORI CKATmu] jXgAXSimlz £152 TQUxnnLIs152w7 3IMVY /pezfy fhsceMB] P3INinSXQ3 ] C3KZKEUDTKkigBY1 MeSGaHs40ch /KRASPsok
9V+butLOnzJ/ IbHYThEcz 6uxeRbrtC/+Ybn=W5+J0Ks Se PLQusFxh01LD2rxghGmLL.00z 30tdf i 5QGFTiWWENTIE T+2b

---END EC DATA-——

The shift of the ransomware was about using a different encryption type and, and if
versions 1,2,3 of the ransomware used AES-256-CBC, versions 4 and 5 use SalsaZ20.

The ransomware kept constant the encryption flow, but considered the damages they
have done to files exceeding 4GB in their first versions, and now they only encrypt at most
1MB.

Encrypted

Content
at most 1MB

Encrypted

Content

Not encrypted content
(filesize-1MB)

AES-256-CBC KEY SALSA20 KEY
Encrypted RSA2048 Encrypted RSA2048

AES-256-CBC IV SALSA20 Nonce
Encrypted RSA2048 Encrypted RSA2048

16 bytes 8-28 bytes

GandCrab V1,v2,V3 GandCrab v4,v5
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Steps for decryption:

Step 1: Download the decryption tool from
http://download.bitdefender.com/am/malware removal/BDGandCrabDecryptor.exe
and save it somewhere on your computer

This tool REQUIRES an active internet connection as our servers will attempt to reply the
submitted ID with a possible valid RSA-2048 private key. If this step succeeds the decryption
process will continue.

Step 2: Double-click the file (previously saved as BDGandCrabDecryptor.exe) and allow it to
run by clicking Yes in the UAC prompt.

. '@] User Account Control

(‘j‘] Do you want to allow the following program to make

<" changes to this computer?

E Program name:  Bitdefender Remowal Tool
Verified publisher: Bitdefender SRL
File origin: Hard drive on this computer

'::\:’::' Show details Yes l [ No ]

Change when these notifications appear

Step 3: Select “I Agree” for the End User License Agreement

B sitdefender Decryption Utility for GandCrab V1,V4,V5. B

License Agreement _E

Please read and confirm if you agree.

Subscription Agreement and Terms of services for Home User Solutions NOTICE TO ALL USERS: PLEASE READ THIS I
AGREEMENT CAREFULLY! BY OPENING THIS PACKAGE, BREAKING THE SEAL, BY SELECTING "I ACCEPT", "OK",
"CONTINUE", "YES™ OR BY INSTALLING OR USING THE SOFTWARE IN ANY WAY, YOU ARE INDICATING YOUR
COMPLETE UNDERSTANDING AND ACCEPTANCE OF THE TERMS OF THIS AGREEMENT. If the Software is downloaded
from the websites (for paid or trial use purposes), this Agreement will be accepted and a contract formed when the end
user ("You") selects an “| Accept”, “OK" or "Yes" button or box below prior to download or installation. The Agreement
is made available on Bitdefender websites as well for your reference. Certain Bitdefender Solution may require an active
and stable connection to the Internet in order to function. It is therefore your responsibility to ensure that you have at
all times an active and stable Internet connection. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS DO
NOT INSTALL OR ACCESS THE SOFTWARE OR OTHERWISE INDICATE REFUSAL, MAKE NO FURTHER USE OF THE
SOFTWARE, AND CONTACT YOUR VENDOR OR CUSTOMER SERVICE, FOR INFORMATION ON HOW TO OBTAIN A
REFUND OF THE MONEY YOU PAID FOR THE SOFTWARE AT ANY TIME DURING THE THIRTY (30) DAYS PERIOD

DI agree with the terms of use CONTINUE


http://download.bitdefender.com/am/malware_removal/BDGandCrabDecryptor.exe
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Step 4: Select “Scan Entire System” if you want to search for all encrypted files or just add
the path to your encrypted files.

We strongly recommend that you also select “Backup files” before starting the decryption
process. Then press “Scan”.

B Bitdefender Decryption Utility for GandCrab V1,V4,V5. ]

Get the best ransomware protection . .
oo Bitdefender

Bitdefender 2019 intercepts any kind of ransomware attack.

Please enter the necessary information to start

DScan entire system

((JBackup files

Select the encrypted folder

BROWSE

START TOOL ADVANCED OPTIONS

Regardless of whether you check the “Backup files” option or not, the decryption tool
attempts to decrypt 5 files in the provided path and will NOT continue if the test is not
successfully passed. The chances that something goes wrong are actually low, however we
make these supplementary checks to make sure that nothing goes wrong nor on your, nor
our side. This approach may not suits some testers, which might want to decrypt 1-2 files at
most, or not conforming file extensions. Users may also check the “Overwrite existing clean
files” option under “Advanced options” so the tool will overwrite possible present clean files
with their decrypted equivalent.
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E Bitdefender advanced options.

[(JOverwrite existing clean files

If the clean version of the encrypted file already exists, it will be
overwritten

CLOSE

At the end of this step, your files should have been decrypted.

If you encounter any issues, please contact us at forensics@bitdefender.com.

If you checked the backup option, you will see both the encrypted and decrypted
files. You can also find a log describing decryption process, in %temp%\BDRemovalTool
folder:

To get rid of your left encrypted files, just search for files matching the extension and
remove them bulk. We do not encurage you to do this, unless you doubled check your files
can be opened safely and there is no trace of damage.

Silent execution (via cmdline)
The tool also provides the possibility of running silently, via a command line. If you need to
automate the deployment of the tool inside a large network, you might want to use this feature.

o -help - will provide information on how to run the tool silently (this information will
be written in the log file, not on console)

start - this argument allows the tool to run silently (no GUI)

-path - this argument specifies the path to scan

00:1 - will enable Scan entire system option (ignoring -path argument)

01:1 - will enable Backup files option

02:1 - will enable Overwrite existing files option


mailto:forensics@bitdefender.com
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Examples:

BDGandCrabDecryptor.exe start -path:C:\ -> the tool will start with no GUI and scan C:\
BDGandCrabDecryptor.exe start 00:1 -> the tool will start with no GUI and scan entire
system

BDGandCrabDecryptor.exe start 00:1 01:1 02:1 -> the tool will scan the entire system,

backup the encrypted files and overwrite present clean files

Acknowledgement:
This product includes software developed by the OpenSSL Project, for use in the
OpenSSL Toolkit (http://www.openssl.org/)



http://www.openssl.org/

